
410 

16 CFR Ch. I (1–1–15 Edition) § 312.3 

(i) Does not collect personal informa-
tion from any visitor prior to col-
lecting age information; and 

(ii) Prevents the collection, use, or 
disclosure of personal information 
from visitors who identify themselves 
as under age 13 without first complying 
with the notice and parental consent 
provisions of this part. 

(4) A Web site or online service shall 
not be deemed directed to children 
solely because it refers or links to a 
commercial Web site or online service 
directed to children by using informa-
tion location tools, including a direc-
tory, index, reference, pointer, or 
hypertext link. 

§ 312.3 Regulation of unfair or decep-
tive acts or practices in connection 
with the collection, use, and/or dis-
closure of personal information 
from and about children on the 
Internet. 

General requirements. It shall be un-
lawful for any operator of a Web site or 
online service directed to children, or 
any operator that has actual knowl-
edge that it is collecting or maintain-
ing personal information from a child, 
to collect personal information from a 
child in a manner that violates the reg-
ulations prescribed under this part. 
Generally, under this part, an operator 
must: 

(a) Provide notice on the Web site or 
online service of what information it 
collects from children, how it uses such 
information, and its disclosure prac-
tices for such information (§ 312.4(b)); 

(b) Obtain verifiable parental consent 
prior to any collection, use, and/or dis-
closure of personal information from 
children (§ 312.5); 

(c) Provide a reasonable means for a 
parent to review the personal informa-
tion collected from a child and to 
refuse to permit its further use or 
maintenance (§ 312.6); 

(d) Not condition a child’s participa-
tion in a game, the offering of a prize, 
or another activity on the child dis-
closing more personal information 
than is reasonably necessary to partici-
pate in such activity (§ 312.7); and 

(e) Establish and maintain reason-
able procedures to protect the con-
fidentiality, security, and integrity of 
personal information collected from 
children (§ 312.8). 

§ 312.4 Notice. 
(a) General principles of notice. It shall 

be the obligation of the operator to 
provide notice and obtain verifiable pa-
rental consent prior to collecting, 
using, or disclosing personal informa-
tion from children. Such notice must 
be clearly and understandably written, 
complete, and must contain no unre-
lated, confusing, or contradictory ma-
terials. 

(b) Direct notice to the parent. An oper-
ator must make reasonable efforts, 
taking into account available tech-
nology, to ensure that a parent of a 
child receives direct notice of the oper-
ator’s practices with regard to the col-
lection, use, or disclosure of personal 
information from children, including 
notice of any material change in the 
collection, use, or disclosure practices 
to which the parent has previously con-
sented. 

(c) Content of the direct notice to the 
parent—(1) Content of the direct notice to 
the parent under § 312.5(c)(1) (Notice to 
Obtain Parent’s Affirmative Consent to 
the Collection, Use, or Disclosure of a 
Child’s Personal Information). This di-
rect notice shall set forth: 

(i) That the operator has collected 
the parent’s online contact informa-
tion from the child, and, if such is the 
case, the name of the child or the par-
ent, in order to obtain the parent’s 
consent; 

(ii) That the parent’s consent is re-
quired for the collection, use, or disclo-
sure of such information, and that the 
operator will not collect, use, or dis-
close any personal information from 
the child if the parent does not provide 
such consent; 

(iii) The additional items of personal 
information the operator intends to 
collect from the child, or the potential 
opportunities for the disclosure of per-
sonal information, should the parent 
provide consent; 

(iv) A hyperlink to the operator’s on-
line notice of its information practices 
required under paragraph (d) of this 
section; 

(v) The means by which the parent 
can provide verifiable consent to the 
collection, use, and disclosure of the 
information; and 

(vi) That if the parent does not pro-
vide consent within a reasonable time 

VerDate Sep<11>2014 11:11 Apr 24, 2015 Jkt 235054 PO 00000 Frm 00420 Fmt 8010 Sfmt 8010 Q:\16\16V1.TXT 31lp
ow

el
l o

n 
D

S
K

54
D

X
V

N
1O

F
R

 w
ith

 $
$_

JO
B



411 

Federal Trade Commission § 312.4 

from the date the direct notice was 
sent, the operator will delete the par-
ent’s online contact information from 
its records. 

(2) Content of the direct notice to the 
parent under § 312.5(c)(2) (Voluntary No-
tice to Parent of a Child’s Online Activi-
ties Not Involving the Collection, Use or 
Disclosure of Personal Information). 
Where an operator chooses to notify a 
parent of a child’s participation in a 
Web site or online service, and where 
such site or service does not collect 
any personal information other than 
the parent’s online contact informa-
tion, the direct notice shall set forth: 

(i) That the operator has collected 
the parent’s online contact informa-
tion from the child in order to provide 
notice to, and subsequently update the 
parent about, a child’s participation in 
a Web site or online service that does 
not otherwise collect, use, or disclose 
children’s personal information; 

(ii) That the parent’s online contact 
information will not be used or dis-
closed for any other purpose; 

(iii) That the parent may refuse to 
permit the child’s participation in the 
Web site or online service and may re-
quire the deletion of the parent’s on-
line contact information, and how the 
parent can do so; and 

(iv) A hyperlink to the operator’s on-
line notice of its information practices 
required under paragraph (d) of this 
section. 

(3) Content of the direct notice to the 
parent under § 312.5(c)(4) (Notice to a Par-
ent of Operator’s Intent to Communicate 
with the Child Multiple Times). This di-
rect notice shall set forth: 

(i) That the operator has collected 
the child’s online contact information 
from the child in order to provide mul-
tiple online communications to the 
child; 

(ii) That the operator has collected 
the parent’s online contact informa-
tion from the child in order to notify 
the parent that the child has registered 
to receive multiple online communica-
tions from the operator; 

(iii) That the online contact informa-
tion collected from the child will not 
be used for any other purpose, dis-
closed, or combined with any other in-
formation collected from the child; 

(iv) That the parent may refuse to 
permit further contact with the child 
and require the deletion of the parent’s 
and child’s online contact information, 
and how the parent can do so; 

(v) That if the parent fails to respond 
to this direct notice, the operator may 
use the online contact information col-
lected from the child for the purpose 
stated in the direct notice; and 

(vi) A hyperlink to the operator’s on-
line notice of its information practices 
required under paragraph (d) of this 
section. 

(4) Content of the direct notice to the 
parent required under § 312.5(c)(5) (Notice 
to a Parent In Order to Protect a Child’s 
Safety). This direct notice shall set 
forth: 

(i) That the operator has collected 
the name and the online contact infor-
mation of the child and the parent in 
order to protect the safety of a child; 

(ii) That the information will not be 
used or disclosed for any purpose unre-
lated to the child’s safety; 

(iii) That the parent may refuse to 
permit the use, and require the dele-
tion, of the information collected, and 
how the parent can do so; 

(iv) That if the parent fails to re-
spond to this direct notice, the oper-
ator may use the information for the 
purpose stated in the direct notice; and 

(v) A hyperlink to the operator’s on-
line notice of its information practices 
required under paragraph (d) of this 
section. 

(d) Notice on the Web site or online 
service. In addition to the direct notice 
to the parent, an operator must post a 
prominent and clearly labeled link to 
an online notice of its information 
practices with regard to children on 
the home or landing page or screen of 
its Web site or online service, and, at 
each area of the Web site or online 
service where personal information is 
collected from children. The link must 
be in close proximity to the requests 
for information in each such area. An 
operator of a general audience Web site 
or online service that has a separate 
children’s area must post a link to a 
notice of its information practices with 
regard to children on the home or land-
ing page or screen of the children’s 
area. To be complete, the online notice 
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of the Web site or online service’s in-
formation practices must state the fol-
lowing: 

(1) The name, address, telephone 
number, and email address of all opera-
tors collecting or maintaining personal 
information from children through the 
Web site or online service. Provided 
that: The operators of a Web site or on-
line service may list the name, address, 
phone number, and email address of 
one operator who will respond to all in-
quiries from parents concerning the op-
erators’ privacy policies and use of 
children’s information, as long as the 
names of all the operators collecting or 
maintaining personal information from 
children through the Web site or online 
service are also listed in the notice; 

(2) A description of what information 
the operator collects from children, in-
cluding whether the Web site or online 
service enables a child to make per-
sonal information publicly available; 
how the operator uses such informa-
tion; and, the operator’s disclosure 
practices for such information; and 

(3) That the parent can review or 
have deleted the child’s personal infor-
mation, and refuse to permit further 
collection or use of the child’s informa-
tion, and state the procedures for doing 
so. 

§ 312.5 Parental consent. 
(a) General requirements. (1) An oper-

ator is required to obtain verifiable pa-
rental consent before any collection, 
use, or disclosure of personal informa-
tion from children, including consent 
to any material change in the collec-
tion, use, or disclosure practices to 
which the parent has previously con-
sented. 

(2) An operator must give the parent 
the option to consent to the collection 
and use of the child’s personal informa-
tion without consenting to disclosure 
of his or her personal information to 
third parties. 

(b) Methods for verifiable parental con-
sent. (1) An operator must make rea-
sonable efforts to obtain verifiable pa-
rental consent, taking into consider-
ation available technology. Any meth-
od to obtain verifiable parental con-
sent must be reasonably calculated, in 
light of available technology, to ensure 
that the person providing consent is 

the child’s parent. (2) Existing methods 
to obtain verifiable parental consent 
that satisfy the requirements of this 
paragraph include: 

(i) Providing a consent form to be 
signed by the parent and returned to 
the operator by postal mail, facsimile, 
or electronic scan; 

(ii) Requiring a parent, in connection 
with a monetary transaction, to use a 
credit card, debit card, or other online 
payment system that provides notifica-
tion of each discrete transaction to the 
primary account holder; 

(iii) Having a parent call a toll-free 
telephone number staffed by trained 
personnel; 

(iv) Having a parent connect to 
trained personnel via video-conference; 

(v) Verifying a parent’s identity by 
checking a form of government-issued 
identification against databases of 
such information, where the parent’s 
identification is deleted by the oper-
ator from its records promptly after 
such verification is complete; or 

(vi) Provided that, an operator that 
does not ‘‘disclose’’ (as defined by 
§ 312.2) children’s personal information, 
may use an email coupled with addi-
tional steps to provide assurances that 
the person providing the consent is the 
parent. Such additional steps include: 
Sending a confirmatory email to the 
parent following receipt of consent, or 
obtaining a postal address or telephone 
number from the parent and con-
firming the parent’s consent by letter 
or telephone call. An operator that 
uses this method must provide notice 
that the parent can revoke any consent 
given in response to the earlier email. 

(3) Safe harbor approval of parental 
consent methods. A safe harbor program 
approved by the Commission under 
§ 312.11 may approve its member opera-
tors’ use of a parental consent method 
not currently enumerated in paragraph 
(b)(2) of this section where the safe har-
bor program determines that such pa-
rental consent method meets the re-
quirements of paragraph (b)(1) of this 
section. 

(c) Exceptions to prior parental consent. 
Verifiable parental consent is required 
prior to any collection, use, or disclo-
sure of personal information from a 
child except as set forth in this para-
graph: 
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